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Overview

* How to delete a file in Windows?
* Send file to Recycle Bin
* Delete file from File system

* How to recover a file deleted in Windows?
* Iile system Recovery (Restore)
* Data Carving

* Forensics of Recycle Bin

* Location, folder structure, and content of Windows Recycle bin
o $I... files
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Delete a file 1in Windows

* Drag and drop file into Recycle Bin

* Select file, press “Delete” key

* Select file, right-click, select “Delete” option
* Select file, press “Shift” and “Delete” keys

* Select file, right-click, press “Shift” key and select “Delete” option

e Delete file from command line
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Send to Recycle Bin

* Drag and drop file into Recycle Bin
* Select file, press “Delete” key
* Select file, right-click, select “Delete” option
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Delete file from the file system

« “Shift” and “Delete”

e Delete file from command line
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File Recycling

* Not permanently deleted
* Renamed and moved to a hidden tolder

* Can be restored to its original name and location
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Forensics of Recycle Bin

* Files are moved into Recycle Bin by explicit command from the
user

* Presence of a file/folder in the Recycle Bin usually indicates
—user awareness of the file/folder

— 1ntent to remove 1t
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Folder Structure

* Each logical drive has hidden recycle bin folder for files
recycled from that drive

* Recycle Bin folder structure 1s difterent on FAT and on
NTES drives
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Recycle Bin on NTFS drives

C:\

RAMADHAN BERBAGI

Hiddelj Folder

$Recycle.bin

— S-1-5-21-2869703517-4213650454-673425579-1001

L

‘

/

__—File deleted by

-

. S-1-5-21-2869703517-4213650454-673425579-1002
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RAMADHAN BERBAGI

SID Named Folder

STYB6LR4. txt
$IAML6MK.mp4
$RYB6LR4.txt
$RAML6MK.mp4
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$1...f1les

* Have fixed size of 544 bytes

* Fach $l... file contains info about the corresponding $R... file:
— Size
— Date and time of recycling

— Original name and location
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SIYB6LR4.txt

0 NS
[P 3010100101101

OREeNe®

Dare & time of recycling

(Windows 64-bit timestamp) Size of $R... file in bytes

Offset (h) O 02 03 04 05 06 07 08 09 OA OB Q OE OF
00000000 Pl 00 00 00 00 00 00JA6 01 00 00 00 00 00 00| Li.v.e.otoeen...

00000010 |40 EA SA BE A3 1A D6 0O1fJ45 00 34 00 5C 00 46 00| @e&3,.£.0.E. .F.
00000020 72 00 20 00 42 00 5C 00] o.l.d.e.r. .B.\.
Q00000030 |53 00 65 00 eC 00 ©5 00 ©3 00 74 00 20 00 &6 00 S5.e.l.e.c.t. .f.
QQo00040 |6% 00 &C 00 &5 00 2C 00 20 00 70 00 72 00 &5 00 i.1.2.,. .p.r.e.
QOOoQ0o30 |73 00 73 00 20 00 1C 20 44 00 &5 00 &C 00 65 00) s.8. D.e.l.e.
00000060 |74 00 &5 00 1D 20 20 00 6B 00 €5 00 79 00 ZE 00] t.e.. k.ely.

QOOOQOQOo7F0 |74 00 78 00 74 OO0 OO0 OO0 QOO QOO QOO0 OO OO OO0 00 Q0] L. .X.C..v.ivennrns

QQO00Q00g0 |00 00 OO0 00 Q00 OO0 OO0 00 OO0 00 00 00 00 00 00 00 ... eeecvennmnsns
QQO0QO00%0 |00 00 OO0 OO0 QOO0 QOO0 OO0 OO0 QOO0 00 QOO0 OO0 OO0 00 00 00 tiveeeennnmmnsns
QOO00Q00AD |00 OO0 OO0 00 00 OO0 OO0 00 OO0 00 00 00 00 00 00 00 ... eeecvennmnsns
QQO0Q0oOBO OO0 OO0 QOO0 OO0 QOO0 QOO0 OO0 00 QOO0 OO0 QOO0 OO0 OO0 00 00 0O toveeecnnnmmnnns

‘K\\\\\

Original name and location of §R... file in Unicode
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Practical Exercises

https:/ /www.forensor.com/ramadhanl

RAMADHAN BERBAGI WWW.FORENSOR.COM SN IZAZI@FORENSOR.COM


https://www.forensor.com/ramadhan1

Drag and drop file into Recycle Bin

AN
“ 1010100101]00101 R
Q100101104

= Downloads from Internet

@'\;}ﬂu » Computer » NTFS(E:) » - |+?|| Search NTFS (E:) yQI’I’latC.COI’n - KARTOIJ i ONO MEDOTJANJI -
Organize * = Open Include in library « Share with + Mew folder =« Ol IZEJ DEN < i CAKNAN ( Ipank Yuniar & Ulfah
- . N : Dat fified Typ Siz : : : e
¢ Favorites ete modifec L = Betrianingsih Cover & Lirik )_K7REkdv7d7Y_720p.mp4
B Desktop SRECYCLE.BIM 4/24/2020 2205 PM  Filefolder
4 Downloads . Downloads from Internet 7:26 AM  File folder FOIder A
= Recent Places . Folder A 4/25/2020 7:19 AM File folder . . .
. Folder B 4/25/2020 718 AM  File folder 02 BlgLIOH-DragDrop-Jpg
J-.g_lerarles | Folder C 4-:5-:-?:-? 7:16 AM F?Iefclcler Drag and dI‘Op ﬁle nto Recycle BlIl.tXt
j Documents . Folder D 4/25/2020 7:16 AM File folder
L[]
&) Music | FolderE 4/25/2020 717 AM  File folder Root Drlve NTFS
= Pictures . Folder F 4/35/2020 718 AM  File folder . .
BE Videos ) Music 4/25/2020 7:27 AM  File folder O 1 SmallLlon—DragDrop.Jﬁf
Systern Volume Information 4/24/2020 1:40 PM File folder
“% Homegroup = 01 SmallLicn-DragDrop.jfif m—ﬁ JPEG image 9 KB
i=| 04 SmallElephant-DeleteKey.jfif 4/25/2020 6:24 AM  JPEG image 9KB
M Computer | 06 SmallDolpin-5hiftDelete.jfif 4/25/2020 AM  JPEG image 8 KB
&, Local Disk (C) = 08 SmallMonkey-RightClickDelete jfif 4/25/2020 AM  JPEG image KB
a NTFS (E) | 10 SmallGoat-RightClickShiftDelete.jfif 4/25/2020 AM  JPEG image 7 KB
ca FAT32 (F) = 12 5mallBirds-CommandLine.jfif 4,/25,/2020 AM  JPEG image 11 KB
5@ SERVER (\\WBoxSwvr) & Apache_OpenOffice 4.1.7_Win_xB86_instal... 4/24/2020 2:06 PIM Application 137,992 KB

gl_-l MNetwork

Music Date modified: 4/25/2020 7:27 AM
File folder
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“} AccessData FTK Imager 31.1.8
View Mode Help
s R ¢ B &

Evidence Tree *
=6y BN -
E-18 NTFS [NTFS] 1
22 [root] H
----- bz $BadClus |

@ Ebdtend

1) SRECYCLE.BIN
- B+ 5-15:21-2869703517-4
18 SRAMLEMKmpd ~

1| o 3

Properties H

=

MName

File Class

Filz Size
Physical Size
Date Accessed
Date Created
Date Modified

| T S |

Froperties

For User Guide, press F1

RAMADHAN

Forensics Analysis of a File

y2mate.com - KARTONYONO.mp4

=== <)

mo @SB

Mame

R

| Size | Type

-

| Date Modified

SIAML6MK.mp4

1 Regular File

4/25/2020 1:47:48 AM

= STARIUCR. jfif 1 RegularFile 4/725/2020 1:49:18 AM |
= SICWADR jfif 1 RegularFile 4/25/2020 1:50:46 AM
| SIERRCPE jpg 1 Regular File 4/25/2020 1:48:27 AM
|| SIFTIVES bt 1 RegularFile 4725/2020 1:458:31 AM
| SIGL29YV.jpg 1 Regular File 4/25/2020 1:43:03 AM =
|| SI081H24 et 1 RegularFile 4725/2020 1:50:40 AM
= SITGUIKLjpg 1 Regular File 4/25/2020 1:50:37 AM py
|| SIVBELR4 bt 1 RegularFile 472572020 1:49:13 AM
= SR13689M.jfif 9 Regular File 4724/202011:23:05 PM il
|| SR13GEIM. jfif FileSlack 4 File Slack
|=| SR3E3P7D.jpg 40  Regular File /.
|| SRAZKGHE.mp3 4 567 Regular File 6/3/
| SRAMLEME. rmpd 11...  Regular File 4725/202012:26:16 AM
|=| SRARIUCRE. jfif 9 Regular Ei 4724/202011:24:52 P 7
000 (01 00 00 00 00 00 00 00-B1 FA Eg,ﬂﬂ—QG—ﬂﬂ’ﬁﬁ’EDI--; ----- +115 - - - -
010 |10 52 €3 85 A3 12 D6 0I=E5 00 3E 00 5C 00 42 00| RA-2-0-E-: -\ -D- |§|
nz20 [6F 00 77 00 &E 00 &C O0-&F 00 &1 00 &4 00 73 00|o-w-n-1-0-a-d-5-
030 (20 00 &6 00 72 00 &F 00-6D 00 20 00 49 00 6E 00| f-r-o-m- -I-n-
040 |[74 00 &5 00 72 00 &E 00-65 00 74 00 5C 00 79 00 r-n-e-t-\-y-
050 (32 00 &D 00 &1 00 74 00-65 00 2E 00 &3 00 &F 00(2 m-@te-.-c-0
0&0 6D 00 20 00 2D 00 20 O00-4B 00 41 00 52 00 S4 00fm- --- R-
070 [4F 00 4E 00 59 00 4F 00-4E 00 4F 00 20 00 4D 00(Q-W-¥-0 .

Cursor pos =0

BERBAGI

0 NS
[P 3010100101101

Name : $SIAML6MK.mp4 “opraiTe
File Size : 544 bytes
Physical Size : 544 bytes

Date Accessed : 4/25/2020 1:47:48 AM
Date Created : 4/25/2020 1:47:48 AM
Date Modified : 4/25/2020 1:47:48 AM

Size of $IAML6MK.mp4 file in bytes

| -32-bit LE Value B1FAB20000000000

00 B2 FA B1 = 11,729,585 bytes

Date & Time of Recycling
Decode Hex Value 1052C385A31AD601
Sat, 25 April 2020 01:47:48 UTC

Convert Hex Value to Unicode
E:\Downloads from Internet\y2mate.com —
KARTONYONO MEDOT JAN]JI - DENNY
AKNAN ( Ipank Yuniar & Ulfah Betrianingsih
Cover & Lirik ) K7REkdv7d7Y_720p.mp4
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Forensics Analysis of a File

y2mate.com - KARTONYONO.mp4

(), AccessData FTK Imager31.18 ‘=@ /Es Name : SRAML6MK.mp4 i °‘1\8 ,
S e o File Size : 11,729,585 bytes
o = s - Wb TR | aee
@agscgdHBes ~mB 40 w2 . Physical Size : 11,730,944 bytes

Evidence Tree # | |File List H

E‘@ EM *  Mame | Size | Type | Date Modified - Date Accessed . 4/25/2020 12:26:47 AM

E-Tf NTFS INTFS] _| | SIAMLEMK.mp4 1 Regular File 4/25/2020 1:47:48 AM Date Created : 472572020 12:26:47 AM
EJE‘”‘;BE e | SIARIUCRjfif 1 Regular File 4/25/2020 1:49:18 AM ) ) ceTe
e st | SICWADR jfif 1 Regular File 4/25/2020 1:50:46 AM Date Modified : 4/25/72020 12:26:16 AM
2100 SRECYCLE BIN = SIERRCPE.jpg 1 Regular File 4/25/2020 1:48:27 AM .. .
o S15010mMas Y L SFTVBLE 1 RegularFile  4/25/202014831 AM Original name and Location :
- SRAMLEMKmpd - (=/31GL29YV.jpg 1 Regular File 4/25/2020 1:49:03 AM E . N

‘ E—T— t¥ = , L SIOBLH24.xt 1 Regular File 4/25/2020 1:50:40 AM E:\Downloads from Internet\y2mate.com

— — [=ISITGUaKLjpg 1 Regular File 4/25/2020 1:50:37 AM KARTONYONO MEDOT JAN]JI - DENNY
roperties .| SIYBGLRA bxt 1 Regular File 4/25/2020 1:49:13 AM AKNAN . o o .

Al = SR13689M.fif 9 Regular File 4/24/2020 11:23:05 PM C (.I!pank Yuniar & Ulfah Betrianingsih

o 3| LJSRI3689M it FileSlack 4 File Slack Cover & Lirik ) K7REkdv7d7Y_720p.mp4
_ = SRIB3PTD.jpg 40 Regular File 4/24/2020 11:24:29 PM . .
File Class |5 $Ra2KGX6.mp3 4,567 Regular File 6/3/2018 12:56:37 AM Size : 11,729,585 bytes
File Size ESMML&MK.MP*‘ 11,... REQL”EF File 4/25/2020 12:26:16 AM Date & Time of Recycling :
Physical Size = SRARIUCR,jfif 9 Regular File 4/24/2020 11:24:52 PM - .
Start Cluster 000000 (00 00 00 20 &6 T4 79 70-69 73 EF &D 00 00 02 00| --- ftypisom--- Sat, 25 Apl’ll 2020 01:47:48 UTC
000010 |69 73 &F 6D &9 73 &F 32-61 T& &3 31 &D 70 34 31 | isomisclavclmpd o
E:E: gfec:tg:jd 000020 |00 00 00 08 &6 72 65 65-00 BO 03 DS &D 64 &1 74| --- -free-° -Omda Deleted by Owner SID °
000030 |00 00 00 32 06 05 2E DC-45 E9 BD E6 D9 48 B7 96| -- -2 - - UE&M=TH -
Date Modified B 000040 |2C DE 20 D9 23 EE EF 78-32 36 34 20 2D 20 63 6F|,® U$iin264 - c S-1-5-21-2869703517-4213650454-
| ¥ 1| oooosa |7

2 85 20 31 35 35 20 72-32 39 30 31 20 37 64 30|re 155 rZ901 7d
0000a0 |66 &6 32 32 00 80 00 00-51 OB &5 88 &84 00 BF FE |ffi22----Q-e---% 673425579-1001 forensor

-

sUHindowsssystend2 »wmic useraccount get name.sid
SID

Fl T I ame
. Administrator §-1-5-21-2869783517-4213650454-673425579-508
Properties Cursor pos = 0; dus = 44353; log sec = 354824 forensor §—1-5-21-2869703517-4213650454-673425579 1801
S —— - uest —-1-5-21-2869783517-4213650454—673425579-501
or User Guide, press omeGrouplsers §—1-5-21-2869783517-4213650454-673425579—1 002
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Select file, press “Delete” key

0101010 WY
@ N\ 1010100101100101g )
A° QL00101100 oq.
CREN®T
[
oo Download from Internet
< y cearch NTES (E:) | .
@U‘?LJ b Computer » NTFS(E:) » < |‘?|| SEENED L P 14‘02558_1 .Jpg
Organize = Open Include in library + Share with = Mew folder =~ 0O @ Folder B
, - MName Date modified Type Size . .
- Favorites . 03 B
1giulephant-Deletelsey.
Bl Desktop SRECYCLE.BIM File folder g p y‘]pg
4 Downloads . Downloads from Internet File folder Select ﬁle, pI‘€SS “Delete” ketht
| Recent Places J Folder & 4/25/2020 7:19 AM File folder
o L]
| Folder 8 — 4/25/2020 718 AM  File folder Root Drive NTFS
Libraries J Folder C 4/25/2020 7:16 AM  File folder .
w
3 Documents . Folder D 4/25/2020 7:16 AM File folder 04 SmallElephant-DeleteKey‘]ﬁf
o Music ) FolderE 4/25/2020 7:17 AM  File folder
=] Pictures ) Folder F 4/25/2020 718 AM  File folder
E Videos . Music 4/25/2020 7:27 AM File folder
System Volume Information 4/24,/2020 1:40 PM File folder
#& Homegroup = 01 SmallLion-DragDrop.jfif 4/25/2020 6:23 AM  JPEG image 9 KB
) 04 SmallElephant-DeleteKey.jfif —1 JPEG image 9K
18 Computer i=| 06 SmallDolpin-ShiftDelete.jfif 4/25/2020 AM JPEG image 8 KB
‘:I-:,I Local Disk (C:) = 08 SmallMonkey-RightClickDelete jfif 4/25/2020 AM JPEG image 8 KB
=a NTFs (E) = 10 SmallGoat-RightClickShiftDelete jfif 4/25/2020 6:28 AM  JPEG image TKB
ca FAT32 (F) = 12 SmallBirds-CommandLine.jfif 42 A JPEG image 11 KB
S SERVER (\\VBoxSvr) 5 Apache_OpenOffice 4.1.7_Win_x86_instal... 4,2 Application 137,992 KB
G‘l_i MNetwork
Music  Date modified: 4/25/2020 7:27 AM
)
b File folder
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Forensics Analysis of a File
Select file, press “Delete” key.txt

O\ AccessData FTK Imager3.1.1.8 El@ Name . $IYB6LR4:.tXt mwm%}urnoum

me Sem Tene s File Size : 544 bytes S
E e R 4
aasc & = > 2 Physical Size : 544 bytes

mo @SB

|E1.fider1ce Tree = | File List
E"'% ;‘“ TFS IS - Date Modified Date Accessed : 4/25/2020 1:49:13 AM
= d 1 Regular File 4/25/20201:49:13 AM . . .
I?@--Eméﬂadﬂus |_ &= SR13680M.jfif 9 RegularFile  4/24/202011:23:05 PM Date Created : 4/25/2020 1:49:13 AM
- $Extend LI SRI3689M jfif FileSlack 4 File Slack Date Modified : 4/25/2020 1:49:13 AM
El @ SRECYCLE BIN |=| SR3B3PTD.jpg 40  Regular File 4/24/202011:24:29 PM
: 2| SRAZKGX6.mp3 4,567 Regular File 6/3/2018 12:56:37 AM
5-1-5-21-2869703517+ . .
= E'-Eg SRAMLEMKmp4 = ) SRAMLGMK.mp 11,.. RegularFile  4/25/202012:26:16 AM Size of SRYB6LR4.txt file in bytes
— . [/ SRARIUCR fif 9 Regular File 4/24/2020 11:24:52 PM P .
— | | SRCWADRJ jfif 8 Regular File 4/24/2020 11:26:51 PM //1 6-bit LE Value A601000000000000
Properties x] [=|SRERRCPE.jpg 1,145 Regular File 4/24/2020 11:23:53 PM

01 A6 = 422 bytes

_ SRFTIVE4 bt 1 RegularFile 4/25/202012:14:26 AM =
o] = SRGL29YV jpg 34 Regular File 4/25/202012:20; . .

) - =4 | SROBLH24.bt 1 RegularFile 16:56 AM Date & Time of Recycling
dame SIYBOLR4 . Tt —l = . .

= SRTGUYXLjpg 120 Regular File 4/ 2011:26:31 PM
File Class Regular File | SRVBGLRY txt 1 RegularFile 4/25/2020 12:15:08 AM ' Decode Hex Value 40EA9AB8A31AD601
File Size 2 | desktop.ini 1 Regular 4/24/2020 ?MSat, 25 April 2020 01:49:13 UTC
Physical Sze 544 00001 00 00 00 00 00 00 00-R6 01 00 00 8660 00 odf -------- Do A
Date Accessed 4/25/2020 1:49:17 010 [40 EA 92 B2 A3 1A D6 0U-HS 00 3A 00 SC 00 46 00| @&-,2-0-E-:-\-F- ] .

o 020 |[6F 00 6C 00 64 00 &5 00-72 00 20 00 42 00 5C 00f|o-l1-d-e-x- -B-\- — Convert Hex Value to Unicode

Date Created ~ 4/25/2020 1:49:13 03053 00 65 00 6C 00 &5 00-63 00

aao a0 0o oo 00 00 00 00-A& 01 00 OO0 OO0 OO0 00
Date Modified 4/25/2020 1:49:1° 040 |69 00 &C 00 &5 00 2C 00-20 00

010 F
PP | Colec Tlloso|f73 oo 73 00 20 00 1C 20-44 00 020 A
Owmner SID 060|174 00 &5 00 1D 20 20 00-6B 00 gig £
3 ' g - =z
The security ID (SID) of the file's owner 07074 00 78 00 74 00 00 00-00 00 18 %0 o
[ Properties [He =3 Cust =0 oso
p | | tursur pos 070
For User Guide, press F1 | || || | S
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Forensics Analysis of a File
Select file, press “Delete” key.txt

| 'D\ AccessData FTK Imager3.11.8 El@ | Name s $RYB6LR4.tXt

AN
[P 3010100101101

° 4100101100 o .
File View Mode Help . . RE Ns '
File Size : 422 bytes
At a@Bac —mB QOB wBE P . e Y
Evidence Tree # | |File List * PhySICal Slze . 422 bytes
=8 e TS TFS + Name | _size | Type | Date Modified *  Date Accessed : 4/25/2020 12:15:08 AM
s =| | SIVBSLR4.bat 1 RegularFile 4/25/2020 1:49:13 AM
5 T[;Dt.l,-ﬂadﬂus = SR13689M jfif 9 Regular File 4/24/2020 11:23:05 PM Date Created : 4/25/2020 12:15:08 AM
- __| SR13689M.fif FileSlack 4 File Slack . . 15, AM
g EEEEQ%LEBW = SRIB3P7D.jpy 40 Regular File 4/24/2020 11:24:29 PM Date Modified : 4/25/2020 12:15:08
D) 5152128597035174 4 SRAZKGX6.mp3 4,567 Regular File 6/3/2018 12:56:37 AM ..
“F SRAMLGMKmpd < B SRAMLEMK.mpd 11,.. Regular File 4/25/2020 12:26:16 AM Orlglnal name :
. e , =] SRARIUCR jfif 9 Regular File 4/24/2020 11:24:52 PM e 99
_ | SRCWODRJ jfif 8 Regular File 4/24/2020 11:26:51 PM Select file, press “Delete” key.txt
Pede * | =] SRERRCPE,jpg 1,145 Regular File 4/24/2020 11:23:53 PM Path :
;,gl | SRF7IVE4.txt 1 RegularFile 4/25/2020 12:14:26 AM = i
= 1 [=/SRGL29VV jpg 34 Regular File 4/25/2020 12:20:34 AM E:\Folder B\Select file, press “Delete” key.txt
j || SRO61H24 bt 1 Regular File 4/25/2020 12:16:56 AM Size : 422 bvt
Name | SRTGUIXLjpg 120 Regular File 4/24/2020 11:26:31 PM 1z€ : ytes
File Class ___SR"I'"BﬁLFH.t}Ct 1 REQLHEIF File 4/25/2020 12:15:08 AM Date & Time of Recycling e
File Size 2k | desktop.ini 1 Regular File 4,/24,/2020 7:05:20 AM 7 .
Physical Size 000 |4E 65 74 77 €F 72 6B 20-49 6E 76 &5 73 T4 €9 £7 Wetwork Investig = Sata 25 APrll 2020 01:49:13 UTC
Date A d 010 |61 74 &9 &F &E 73 OD O0R-0OD OX 53 &5 62 61 &7 &1 |ations- - --Sebaga L o
D:t: C::Ec:tflj 020 | &% 20 73 &5 &F 72 &1 &E-&7 20 46 &F 72 &5 6E 73 |i seorang Forens | Deleted by Owner SID °
030 |6F 72 2C 20 6B 69 74 61-20 &1 &B &1 6E 20 74 &5 |or, kita akan te
Date Modified B 040 |72 62 69 61 73 61 20 62-65 72 73 €5 6E 74 75 68 rbiasa bersentuh S-1-5-21-2869703517-4213650454-
| Tl|o50|&1 6E 20 &4 &5 &E &7 61-6E 20 73 75 &1 74 75 20 |an dengan suatu -
060 |22 6E &5 74 77 6F 72 6B-22 2E 20 4F &C &5 &8 20| "network™. Oleh 673425579 1001 (forensor)
070|6B 61 72 65 6E 61 20 63-74 75 2C 20 73 €1 6E €7 karena itu, sang :\'.-Jindut-:s\systensl?%}wmic useraccount get name,sid
ame
- _ pdministrator §5-1-5-21-2869703517-4213650454-673425579-500
_ propertes | Cursor jpos =0 forensor . S_1-b-91-2869783517—4213658454-673425579 1881
For User Guide, press F1 uest ~1-5-21-2869793517-4213650454-673425579-501

omeGroupllserd —1-5-21-2869783517-4213658454-673425579-1 862
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Select file, right-click, select “Delete” option

010101014
~ 41010100101100101g )
* fo Q00101100 oq'
CRENST
[ °
—5ks| Music
g : Search NTES (E:) | . . . .
P )=/ » Computer » NTFSE) » ~ [ 4 [ Search NTFs (€ £ y2mate.com - wali_band_ada_gajah_dibalik_batu_
0 ize ¥ 0 Include in lib - Sh ith = MNew fold 4= - (7] : : : .
Dt 9 0 okl e il e folder 0 e official_music_video_nagaswara_music_lcv-R5gVqCs.mp3
) . Mame [ate modified Type Size
-{ Fawvorites ¥
. | Folder D
Bl Desktop SRECYCLE.BIM 4/24/2020 2:05 PM  File folder
4 Downloads . Downloads from Internet 4/25/2020 7:26 AM  File folder 07 Blg \/I OnkeY—nghtC11CkDelete.Jpg
= Recent Places . Folder & 4/25/2020 7:19 AM File folder . . < 59 .
| Folder B 4/25/2020 T:18 AM  File folder Select ﬁle, I‘lght—Clle, select “Delete Opthﬂ.tXt
Libraries , Folder C 4/25/2020 7:16 AM  File folder °
w
3 Documents . Folder D 4/25/2020 7:16 AM File folder ROOt Drlve NTFS
@' Musi | FolderE 4/25/2020 71T AM  File folder 1 . 1
o Music Ees 20 e foldes 08 SmallMonkey-RightClickDelete.jfif
k= Pictures . Folder F 4/25/2020 7:18 AM  File folder
E Videos . Music 472572020 7:27 AM File folder
System Volume Information 4/24,/2020 1:40 PM File folder
#& Homegroup = 01 SmallLion-DragDrop.jfif 4/25/2020 6:23 AM  JPEG image 9 KB
=| 04 SmallElephant-DeleteKey.jfif 4/25/2020 6:24 AM  JPEG image 9 KB
18 Computer i=| 06 SmallDolpin-ShiftDelete.jfif 4/25/2020 6:26 AM  JPEG image 8 KB
&, Local Disk (C) | 08 SmallMeonkey-RightClickDelete jfif JPEG image 8 KB
=a NTFs (E) = 10 SmallGoat-RightClickShiftDelete jfif 4/25/2020 6:28 AM  JPEG image TKB
ca FAT32 (F) = 12 SmallBirds-CommandLine.jfif 42572020 AM  JPEG image 11 KB
5 SERVER (\\WBoxSvr) 5 Apache OpenOffice_4.1.7_Win_x86_instal... 4/24/2020 206 PM  Application 137,992 KB
G‘l_i MNetwork

Music Date modified: 4/25/2020 7:27 AM
File folder

|
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Forensics Analysis of a File

07 BigMonkey-RightClickDelete.jpg

-.':'\ AccessData FTK Imager311.8 EI@ Name . $ITGU9XI.jpg - 01:\3 :
File View Mode Hel o o
oo T File Size : 544 bytes
SRR SRR = e wm B4 OB B P Phvsical Size : 544 b

Evidence Tree ¥ | |File List b ySlca 1ze : ytes
=& I; TS INTFS) ~ _Name | size | Type | Date Modified ~ Date Accessed : 4/25/72020 1:50:37 AM

=12 = | |SI0B1H24 bt 1 Regular File 4/25/2020 1:50:40 AM

I?"%--'[ﬁr?m,‘]}-ﬂadﬁus | EISITGUaXjpg 1 Regular File 4/25/2020 1:50:37 AM Date Created : 4/25/2020 1:50:37 AM
o0 $Brend | SIVBBLR4.bxt 1 Regular File 4_{25_{2020 1:49:13 AM Date Modified : 472572020 1:50:37 AM
E|u__"'l SRECYCLE BIN b= | SR13G89M, fif 9 Regular File 4/24/2020 11:23:05 PM
B S-152128697035174 L SRI36BIMfif FileSlack 4 FileSlack . .

h¢ SRAMLGMKmp4 - [=|SR3B3P7Djpg 40 Regular File 4/24/2020 11:24:29 PM Size of $IAML6MK.mp4 file in bytes

. S - 2| SR4ZKGXE.mp3 4,567 Regular File 6/3/2018 12:56:37 AM i

: 2| SRAMLEMK.mp4 11,.. Regular File 4/25/2020 12:26:16 AM 32-bit LE Value 58DE010000000000

Properties | = SRARIUCR jfif 9 Regular File 4/24/2020 11:24:52 PM 0001 DE 58 = 122,456 bytes

: | SRCWODRUjfif 8 Regular File 4/24/2020 11:26:51 PM
1 [=|SRERRCPEjpg 1,145 Regular File 4/24/2020 11:23;53 PM . .
) :‘ | SRFTIVB4.bct 1 Regular File 125, 14:26 AM Date & Time of Recycling
ame | SRGL29YV.jpg 34 Regular File /25/7020 12:20:34 AM
File Class | SROBLH24.bit 1 Regular File 4/25/2020 12:16:56 AM Decode Hex Value 70CF80EAA31AD601

vamonzssa— - Sag, 25 April 2020 01:50:37 UTC

File Size b= | SRTGUIXIjpg 120 Regular Bi
Physical Size 000 158 DE 01 a0 00 00 00 -------- HKB-o--- ~
Date Accessed 010 |70 CF 80 EA &3 12 D& 0345 00 3A 00 SC 00 46 00|pf-82-0-E-:-\-F- [z .
Date Crested 020 [6F 00 6C 00 64 00 5 00-72 00 20 00 44 00 5C 00[o-l-d-e-r- -D-\- Convert Hex Value to Unicode
dre Lrearte - - - - - .
03030 00 37 00 20 00 42 00-69 00 &7 00 4D 00 &F 00f0-7- -B-i-g-M-o- . . . .
Date Modified 040 [6E 00 6B 00 &5 00 79 00-2D 00 52 00 &3 00 &7 O0fm-de v - R-i-g- E:\Folder D\07 BigMonkey-RightClickDelete.jpg
—— Il oso|es 00 72 00 43 00 &c 00-69 00 €3 00 6B 00 44 00|h-t-C-1-i-c-k-D-
Date Modified 060 |65 00 &C 00 €5 00 74 00-65 00 2E 00 6A 00 70 00fe-l-e-t-e-.--p-
Indicates when the file was kst modified. || 270 |7 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00| g---------------

Froperties Cursor pos = 1

For User Guide, press F1
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Forensics Analysis of a File

07 BigMonkey-RightClickDelete.jpg

‘1 AccessData FTK Imager 31.1.8 E'@ Name : $RTGU9XI.jpg < D‘E}\g” :
. . - NENST
Fle View Mode Hel VENS
‘; ;'Eé —D; ‘;D o WIS = v File Size : 122,456 bytes
6 o = o= e > miled § .

- w Physical Size : 122,880 bytes
vidence Tree # *

=6y TIE= 4 Name | Size | Type | Date Modified - Date Accessed : 4/25/2020 12:04:58 AM

=-he NTFS [NTFS] = : - e 0.
. =| =/ 3TGUIXLpyg 1 RegularFile 4,/25/2020 1:50:37 AM R . .
E‘JED‘;BE e | SIVESLR4.bet 1 RegularFile 4/25/2020 1:49:13 AM Date Created : 4/25/2020 12:04:58 AM
f __d Bxtend | SR13689Mjfif 9 Regular File 4/24/2020 11:23:05 PM Date Modified : 4/24/2020 11:26:31 PM
E|1.:I SRECYCLE BIN || SR136E9IM.jfif FileSlack 4 File Slack . . .
D0 Si52r2esev0is174  [ISR3BIPTD pg 10 RegularFile  4/24/202011:24:29 PM Original name and Location :
he SRAMLEMKmpd - L] SR42KGXE.mp3 4,567 Regular File 6/3/2018 12:56:37 AM . . R . .
o ¥ T 2 SRAMLEMK.mp 11,.. RegularFile  4/25/202012:26:16 AM E:\Folder D\07 BigMonkey-RightClickDelete.jpg
_ i=| SRARIUCR, fif 9 Regular File 4/24/2020 11:24:52 PM Size : 122,456 bytes
SRR | =] SRCWIDRJ jfif & RegularFile 4/24/2020 11:26:51 PM | . .
: | SRERRCPE.jpg 1,145 Regular File 4/24/2020 11:23:53 PM 3 Date & Time of Recycllng :
] L SRFTIVB4.bet 1 RegularFile 4/25/2020 12:14:26 AM . E0.
| SRGL29VV.jpg 34 Regular File 4/25/2020 12:20:34 AM Sat, 25 Aprll 2020 01:50:37 UTC
Hame SROG1H24 bt 1 RegularFile 4/25/2020 12:16:56 AM Deleted by Owner SID :
File Class b i Regular File 472472020 11:26:31 PM
File Size | SRVBGLR4.txt 1 Regular File 4/25/2020 12:15:08 AM - S-1-5-21-2869703517-4213650454-
Physical Size 00000 |FF D& FF E0 00 10 4A 46-49 46 00 01 01 01 00 &0 |§@§a--JFIF----- A _
Start Cluster 00010 (00 &0 00 00 FF FE 00 3B-43 52 45 41 54 4F 52 34| -° - -yp -;CREATCR: 673425579 1001 (forensor)
00020 (20 &7 &4 2D &R 70 65 &7-20 7 31 2E 30 20 28 75| gd-jpeg v1.0 {u
Date Accessed 00030 (73 &9 GE &7 20 49 4R 47-20 4L 50 45 47 20 76 38 |sing IJG JEEG &
Date Created 00040 (30 29 2C 20 71 75 &1 &C-69 74 79 20 3D 20 39 30
Dimdm lm A iim A _:J 00050 (04 FF DB 00 43 00 03 02-02 03 02 02 03 03 03 03

00060 |04 03 03 04 05 08 05 05-04 04 05 OR O7 07 06 08

sUHindowsssystend2 »wmic useraccount get name.sid
4 m ame SID

. gdministrator 5-1-5-21-2869783517-4213650454-673425579-500
_JﬁEEEEEEJ Curser pos = 0; dus = 84183; log sec = 673464 Forensor £—1-5-21-28697@3517-4213658454—6 734255791801
i P ) ) - west -1-5-21-2869783517-4213650454— 673425579541
E:\/NTFS [NTFS]/[root]/$RECYCLE.BIN/S-1-5-21-2860703517-4213650454-673425579-1001/ $RTGUOXLjpa e rouplsert 61 b Bl oo oae L dalaeEatid eraasetee lo8n
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Select file, press “Shift” and “Delete” keys

N
g X101010010110010102 TR
X Q00101100 :
ORgnNe°
r
e Download from Internet
G ol > Computer » NTFSEE) » = [ 43 ]| Search NTFs (€) o] y2mate.com - Maher Zain - Ramadan (English) _
Organize « = Open Include in library - Share with + Mew folder = ~ [ li@il Ofﬁcial Music Video_?) G_t7 2JijO_720p.mp4
X Favorites Mame . Date modified Type Size Folder C
Bl Desktop SRECYCLE.BIN File folder . . . .
4 Downloads , Downloads from Internet File folder 05 BlgDOlplﬂ-ShIftDClCtCJpg
& Recent Places | Folder A — File folder 143 S oRL) 144 3]
iy et Select file, press “Shift” and “Delete” keys.txt
. . - ) °
_,_J_L|brar|es | Folder C Ff|E folder Root Drlve NTFS
5 Documents | Folder D File folder
&) Music | Folder File folder 06 SmallDolpin-ShiftDelete.jfif
l=| Pictures J Folder F File felder
B2 Videos | Music File folder
System Volume Information File folder
# Homegroup = 01 SmallLion-DragDrop.jfif JPEG image 9 KB
= 04 SmallElephant-Deletekey.jfif 4 JPEG image 9 KB
18 Computer =| 06 SmallDolpin-ShiftDelete,fif 472 JPEG image 8 KB
&, Local Disk (C) i= 08 SmallMonkey-RightClickDelete.jfif 4 JPEG image 8 KB
ca NTFS (E) | 10 SmallGoat-RightClickShiftDelete.jfif 4/ JPEG image TKE
ca FAT32(F) = 12 SmallBirds-CommandLine.jfif 4/ AWM IPEG image 11 KB
5 SERVER (\WVBoxSvr) £3 Apache_OpenOffice 4.1.7_Win_x86_instal... 4/24/2020 2:06 P Application 137,992 KB

t“i_i MNetwork

husic Date modified: 4/25/2020 7:27 AM
File folder
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Select file, right-click, press “Shift” key and

select “Delete” option

0101010 MRS
[E=5 EoR =
@'\;}ﬂu » Computer » NTFS(E:) » - |+¢|| Search NTFS (E:) FOldel' E
Organize = Open Include in library + Share with = New folder =~ 0 @ 09 BlgGO&t-RightGlleShiftDelete.jpg
X Favortes R IO e Select file, right-click, press “Shift” key and
Bl Desktop SRECYCLE.BIM 472472020 2405 PM File folder

select “Delete” option.txt

4 Downloads . Downloads from Internet 4,/25/202 File folder
= Recent Places . Folder A 47257202 File folder b4
. Folder B 4/25/202 File folder ROOt Drlve NTFS
- Libraries | Folder 4/25/2020 716 AM  File folder 10 SmallGoat-RightCliCkShiftDelete.jﬁf
3 Documents . Folder D 4/25/20 File folder
&) Music | Folder E — 4/25/202 File folder
= Pictures . Folder F 4/35/202 File folder
B videos . Music 4,/25,/2020 File folder
Systern Volume Information 4/24/202 File folder
l‘% Homegroup = 01 SmallLicn-DragDrop.jfif 4725720 JPEG image 9 KB
i=| 04 SmallElephant-DeleteKey.jfif 4/25/202 JPEG image 9 KB
8 Computer = 06 SmallDolpin-ShiftDelete, ffif 4/25/202 JPEG image 8 KB
.':Ey, Local Disk (C:) =/ 08 SmallMonkey-RightClickDelete jfif 4/25/20X M JPEG image 8 KB
. NTFS (3 ] 10 SmallGoat-RightClickShiftDelete jfif mpm image 7KB
= FAT32 (F) =/ 12 SmallBirds-CommandLine.jfif 4/25/2020 6:29 A JPEG image 11 KB
5@ SERVER (\\WBoxSwvr) & Apache_OpenOffice 4.1.7_Win_xB86_instal... 4/24/2020 2:06 PIM Application 137,992 KB
gl_-l MNetwork

Music Date modified: 4/25/2020 7:27 AM
File folder
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Delete file from command line

N 10101061\01100101
M- Ypasooioniong’sY
ORENS®
[ .
e e Music
" » C ter » NTFS(E) » - |+ Search NTFS (E:) |
&=l Compue (€) [42]] P y2mate.com - deen_assalam_cover_
Organize + Open Include in library = Share with « MNew folder = - 0 @
& ) : by_sabyan_1OMD_LSELAM.mp3
) . Mame [ate modified Type Size
-{ Fawvorites i F
older F
Bl Desktop SRECYCLE.BIM 4,/24/2020 2:05 PM File folder
& Downloads . Downloads from Internet 4/25/2020 File folder 1 1 BlgBirds_CommandLlne'Jpg
-| Recent Places , Folder & 4/25/2020 719 AM  File folder .
| Folder B 4/25/2020 718 AM  File folder Delete file from command line.txt
Libraries J Folder C 4/25/2020 7:16 AM  File folder
e s
3 Documents . Folder D 4/25/2020 7:16 AM File folder ROOt Drlve NTFS
o Music ) FolderE 4/25/2020 7:17 AM  File folder . . :
| s 12 SmallBirds-CommandLine.jfif
k=l Pictures . Folder F 4,/25/2020 718 AM  Filefolder
E Videos . Music 4/25/2020 7:27 AM File folder
System Volume Information 4/24,/2020 1:40 PM File folder
#& Homegroup = 01 SmallLion-DragDrop.jfif 4/25/2020 6:23 AM  JPEG image 9 KB
=| 04 SmallElephant-DeleteKey.jfif 4/25/2020 6:24 AM  JPEG image 9 KB
18 Computer = 06 SmallDolpin-ShiftDelete.jfif 4/25/2020 6:26 AM  JPEG image KB
‘-r-.:; Local Disk (C:) | 08 SmallMonkey-RightClickDelete,jfif 4/25/2020 6:26 AM  JPEG image KB
= NTFS (E) = 10 SmallGoat-RightClickShiftDelete jfif 4/25/2020 6:28 AM  JPEG image TKB
ca FAT32 (F) = 12 SmallBirds-CommandLine.jfif JPEG image 11 KB
5 SERVER (\\WBoxSvr) 5 Apache OpenOffice_4.1.7_Win_x86_instal... 4/24/2020 206 PM  Application 137,992 KB
G‘l_i MNetwork
b Music  Date modified: 4/25/2020 7:27 AM
b File folder
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"':'\ AccessData FTK Imager 3.1.1.8
File Mode Help

S o g @ B =

View

Evidence Tree A

\TFS [NTFS)
J [root]
------ Tt $BadClus
- 42 SEstend
=-5) SRECYCLE BIN
NS 521 2859703517421 3650454
he SRAMLEMK mpd
.l SRGL29YVipg

m

-2 Downloads from Intemet
----- {2 Folder A
----- i) Folder B
----- i) Folder C
----- {2 Folder D
----- {2 Folder E
----- i) Folder F

..... J Music
----- ) System ‘-.-"u:ulume Irfarmation

e PR | FE T G [,
4 rrr 3

Properties *

Properties

Forensics Analysis of 3 File Deletion 'lypes

w4 E

»EE T

| Date Modified -

Mame | Size | Type
b | STL36E9M, fif 1 RegularFile 4/25/2020 1:458:38 AM
[ |530 4 NTFSIndex All..  4/25/2020 1:50:46 AM
= SBEB3PTD.jpg 1 Regular File 4/25/2020 1:49:11 AM
| SH2KGHE.mp3 1 FRegularFile 4/25/2020 1:50:31 AM
&b SIAMLEMK.mpd 1 RegularFile 4/25/2020 1:47:48 AM E
b= | STARIUICR, jfif 1 PRegularFile 4/25/2020 1:4%:18 AM
b | SICWIDRLjfif 1 RegularFile 4/25/2020 1:50:46 AM
= SIERRCPE.jpg 1 Regular File 4/25/2020 1:45:27 AM
| SIFTTYE4 et 1 RegularFile 4/25/2020 1:48:31 AM
= SIGL29YV jpg 1 Regular File 4/25/2020 1:49:03 AM
| SI061H24 bt 1 FRegularFile 4/25/2020 1:50:40 AM

e SITGUSXLjpg 1 RegularFile 4/25/2020 1:50:37 AM

| SIYBGLR4 bt 1 RegularFile 4/25/2020 1:49:13 AM

b= | SR13689M,fif 9 PRegular File 472472020 11:23:05 PM

|| SR13689M.jfif.FileSlack 4 File Slack

= 3R3B3PTD.jpg 40  Regular File 4/24/202011:24:29 PM

41| SR42KGHE.mp3 4.567 Reaular File 6/3/2018 12:55:37 AM =
L 1} I
00|30 0o 60 900 01 00 0O O0-00 10 00 OO0 Ol 00 00 00(0---------- r
10|10 00 00 00 2% 00 00 00-2% 00 00 OO0 O1 00 00 00| ----f---{--
20|00 00 00 00 00 00 00 00-12 00 00 00 O3 00 00 00| ----vvmvn--
30|00 00 00 Q0 00 00 o0 Qo0- | e il
L L1 3

Cursor pos =100

E:\/MTFS [MTFS]/[root]/$RECYCLE.BIN/S-1-5-21-28697 0351742136504 54-673425579-1001

RAMADHAN BERBAGI

NS
B )0101001011001019 %

on'lll o

All deleted files are moved permanently
from the filesystem. No files found in
the folder $Recycle.bin.
Area/space/cluster of all deleted files
will be assigned as unallocated
space/cluster. Then, all deleted files are
still available as long as the space is not
reused or the files are not overwritten.
How to recover from 3 type deletion
type? Using DATA CARVING.

Watch the video to know how to
manually carve the files ->

https:/ /www.forensor.com/ramadhanl
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PROGRAM RAMADHAN BERBAGI

w“g:\g::m
TOOLS Dua to trust upon allah ORENS®
* AccessData® FIK® Imager 3.1.1.8 from A }é gz\ 3\_\/\ N -3
https://accessdata.com/ i £ T2 LS

e DCode-v4.02a-build-4.02.0.9306 from \ |
k.)
https://www.digital-detective.co.uk/ ("‘h’d wﬁj ) j'b )

* https://www.scadacore.com/tools/programming

4
-calculators/online-hex-converter/

* https://www.binaryhexconverter.com/hex-to-

ascli-text-converter

GETITON 2 Available on the
» Google Play [ ¢ App Store

Follow the Facebook Page https://www.facebook.com/forensor for other sharing
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https://www.facebook.com/forensor
https://www.scadacore.com/tools/programming-calculators/online-hex-converter/
https://www.binaryhexconverter.com/hex-to-ascii-text-converter
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